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Abstract. Transfer-based adversarial attacks craft adversarial examples
using surrogate models to mislead black-box victim models. Beyond per-
turbation generation, transferability is fundamentally governed by the
coupling of initialization, surrogate adaptation, and gradient dynam-
ics. We revisit this challenge from a Bilevel-Minimax perspective and
instantiate it in BMAT (Bilevel-Minimax Adversarial Transfer). The
bilevel formulation captures the dependency between initialization and
perturbation, while the inner minimax problem promotes surrogate ro-
bustness for cross-architecture generalization. Algorithmically, we design
an integrated bottom-up solver that combines a Soft Weight Modulator
and an Implicit Gradient Approximator for ternary coupling interaction.
We further provide theoretical insights into the optimization dynamics
of the proposed bilevel-minimax framework. Extensive experiments on
classification and segmentation benchmarks show that BMAT surpasses
10+ strong baselines across 30+ victim models, improving both intra-
and cross-architecture transfer, and yielding up to 2x mloU reduction.
Code is available at https://github.com/callous-youth/BMAT.

Keywords: Transfer attacks - Bilevel-Minimax Optimization- Classifi-
cation - Semantic Segmentation

1 Introduction

Adversarial attacks |2}/25,331/491)82] craft imperceptible perturbations to mislead
deep neural networks, posing serious threats to real-world vision systems [1}/5}(23]
63]. Among these, transfer-based adversarial attacks are particularly concerning
as they generate Adversarial Examples (AEs) against surrogate models that can
transfer to unknown victim models without query access [124[71,/79]. This black-
box characteristic makes transfer attacks both highly practical and challenging
to defend against [27}[34L36L(57].
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Fig.1: Landscape (Top Left): We visualize the loss £(u + zt + yo) along sign-
gradient direction ¢ and random direction o, centered at the original image u. Com-
pared with VTA, BMAT reaches a higher loss region with stronger cross-model transfer
behavior. Classification (Bottom Left): BMAT achieves a 26.2% ASR gain on Im-
ageNet |64] across 10 victims with 16 base attackers. Segmentation (Right): BMAT
reduces mloU by 46.4% on ADE20K (88| and 43.7% on Cityscapes |11].

Prior methods have explored transferability from several perspectives, such
as surrogate structure modifications [31}/60,74} /78], input transformation tech-
niques [42,52//79], and momentum-based strategies [12/40]. Some ensemble-based
methods [3,/36] enhance transferability by leveraging ensemble gradients from
multiple surrogate models. Other studies [53}[55L|70] also explore transferability
by employing stronger surrogate models, often at the cost of additional training
and task-specific loss designs. Several efforts [15[17] have explored the role of ini-
tialization through customized schemes, typically combining data augmentation
and surrogate ensembles in a hand-crafted manner. However, most approaches
still optimize isolated factors such as perturbation design or surrogate structure,
while treating other variables as fixed or heuristic. This fragmented treatment
fails to capture the interaction dynamics among initialization, perturbation, and
surrogate adaptation, limiting both transferability and optimization efficiency.

We posit that transferability fundamentally arises from the ternary coupling
interaction among: the initialization perturbation (IP), which seeds the
attack trajectory and determines the explored perturbation regions; the ad-
versarial perturbation, which exploits model-specific vulnerabilities; and the
surrogate parameter, which shapes the gradient landscape. When these vari-
ables are tuned independently, the attack dynamics often degenerate into a
standard white-box procedure on the surrogate, overfitting surrogate-specific
artifacts rather than promoting cross-model transfer. Existing methods largely
adopt factor-wise and heuristic designs, resulting in fragmented optimization
dynamics. This decoupled paradigm leads to two key limitations: (i) misaligned
optimization dynamics, where separately tuned variables fail to produce coher-
ent cross-model transfer behavior; and (ii) the absence of a unified optimization
formulation to systematically capture and coordinate these interdependent fac-
tors. These observations prompt a fundamental question: How can we develop
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a unified optimization framework that explicitly models and jointly coordinates
these interacting factors to enhance transferability in a principled manner?

1.1 Contributions

To bridge these gaps, we formalize the above hierarchical dependencies in a
unified Bilevel-Minimax optimization framework, casting the ternary interac-
tions of transfer attacks into a mathematically principled formulation. BMAT
(Bilevel-Minimax Adversarial Transfer) formulates transfer attacks as a
bilevel-with-minimax problem: the inner minimax jointly adapts the perturba-
tion and the surrogate’s soft weights (one backward pass) to surface robust,
transferable gradients, while the outer level learns an IP using a conjugate-
gradient hypergradient that avoids unrolling. Algorithmically, we design a tai-
lored bottom-up solver, where Soft Weight Modulator (SWM) performs single-
step joint updates of perturbations and soft surrogate weights, and Implicit
Gradient Approximator (IGA) refines IP using implicit feedback without incur-
ring the overhead of nested gradient computations. Theoretically, we analyze
the joint optimization dynamics of the regularized BMAT solver, offering insights
into its stability and descent behavior. Fig. [I] shows BMAT consistently boosts
AE transferability across attackers in classification and segmentation. The main
contributions are summarized as follows:

— Formulation. BMAT casts transfer attacks into a unified Bilevel-Minimax
framework that ezplicitly couples the initialization, perturbation, and surro-
gate, thereby enabling hierarchical dynamic coordination.

— Algorithm. Our bottom-up solver orchestrates a SWM for cross-architecture
generalization and an IGA for adaptive initialization guidance, enabling ef-
ficient trajectory seeding and warm-started fast transfer.

— Analysis. We provide a stability-oriented analysis of the regularized bilevel-
minimax solver, characterizing the joint optimization dynamics of these cou-
pled variables.

— Experiments. Evaluations cross 30+ victim models and 2 tasks (classifi-
cation and segmentation) show that BMAT consistently improves both intra-
and cross-architecture transferability.

2 Related Work

Input- and Gradient-based Transfer Attacks. Most transfer attacks op-
erate on a fixed surrogate and improve transferability by reshaping gradients
and/or transforming the input during iteration [24}[39,/59]. Momentum-based
methods such as MI [12], NI [40], and VMI [72| stabilize trajectories by accu-
mulating or reweighting historical gradients. In parallel, input-transformation
techniques, including DI [79], TT [13], SI |40], and Admix [73], inject diversity
via random resizing, padding, translation, or patch mixing to reduce overfit-
ting. Objective-level designs further encode architectural or task priors, e.g.,
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Fig. 2: BMAT pipeline. Left: Bilevel-Minimax formulation illustrating the ternary
coupling interaction across three variables. Top: Overall data flow and supervision
in BMAT. Middle: SWM showing inner-loop single-pass co-update of perturbation and
soft surrogate weights to obtain cross-architecture gradients. Right: IGA depicting
hypergradient calculation of IP using Fletcher-Reeves Conjugation.

SGM and Ghost for classification [7}26}/60,78], and SegPGD or
CosPGD for dense prediction. Recent work such as RAP encourages

flatter loss landscapes via repeated explicit maximization, but remains within a
single-level minimax framework. Summary. Despite their strong empirical per-
formance, these attacks still treat the surrogate and initialization as fixed design
choices and optimize only the perturbation in a single-level manner, lacking a
principled formulation of why and how perturbations transfer across models.

Surrogate Ensembles and Adaptation. A complementary thread manipu-
lates the surrogate side via ensembles or adaptive modeling. Ensemble-based at-
tacks aggregate gradients from multiple architectures to reduce model bias ﬂ§|,,
and dynamic reweighting further stabilizes multi-model signals [3]|. Beyond en-
sembling, GFCS exploits co-image sampling, undertrained surrogates flat-
ten loss landscapes , DRA regularizes perturbations distributionally, and
FAUG augments surrogate features. Meta-learning strategies learn
cross-model update rules but usually rely on surrogate ensembles or tailored
training pipelines. BETAK introduces ensemble-guided initialization learn-
ing, yet still lacks a unified optimization formulation. Summary. While these
methods emphasize the surrogate as a key component, surrogate adaptation is
usually decoupled from perturbation generation and initialization, or achieved
at high cost via large ensembles.

Bilevel Optimization in Adversarial Robustness. Bilevel optimization [44]
provides a principled framework for hierarchical learning .
A prominent line reformulates adversarial training as a bilevel problem, where
the inner problem minimizes perturbed-data loss and the outer problem updates
model parameters for robustness, leading to more stable and efficient training
schemes . Beyond adversarial training, bilevel formulations have also
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been used to tune robustness-related hyperparameters [54] and adaptive attack
budgets [37]. Positioning. In contrast, our work is, to our knowledge, among the
first to systematically apply a Bilevel-Minimax formulation to transfer-based
black-box attacks, explicitly coupling three variables within a single optimization
scheme rather than treating them as fixed or independent components.

3 Methodology

3.1 Preliminary

We begin by formalizing the standard transfer attack paradigm. Let D; = (u;, v;)
denote the i-th data pair from dataset D = {(u;,v;)}%,, and S,, represent the
surrogate model parameterized by w € (2. The surrogate loss on D; is written
as Ls(Sw(u;),v;). In Vanilla Transfer Attack (VTA) [35], the objective is to
maximize the surrogate loss under perturbation constraints:

I;I)lg'(}:{{ﬁs(qb; Sw,Di) = Ls(Sw(u; + ¢)7’Uz‘)}, (1)

where the perturbation ¢ is constrained within an e-bounded ¢; norm ball C =
{¢ | l|@|lq < €}, and is typically generated via K-step projected gradient updates:

Grt1 + I (i + a - sgn(V e Ls(dr; Sw, Di))) 2

for k=0,1,--- , K — 1, where « is the step size, Il denotes projection onto C,
and sgn(+) is the sign operation. We denote IP by d (i.e., ¢pg = §), which serves as
the seed of the perturbation trajectory. Such single-level optimization neglects
the interplay among different variables, limiting its generalization capability.

3.2 Bilevel-Minimax Adversarial Transfer

As shown in Fig. 2] BMAT departs from the VTA paradigm by explicitly modeling
a ternary coupling among these variables under a bilevel-minimax hierarchy. We
next formalize this formulation and derive the bottom-up solver.

Bilevel with Minimax Formulation We cast transfer attacks into a bilevel
optimization problem whose inner subproblem adopts a minimax structure.
Inner Minimax Modeling. During attack iterations, perturbations that
exploit universal gradient features of robust surrogates tend to exhibit enhanced
transferability across victim models [61]. Motivated by this, BMAT first introduces
an inner minimax objective, i.e., f over ¢ and w to capture their interaction:
min max{f(¢,w) := —Ls($, Sw; Di) = T R(Sw; Di) }, (3)
where R(Sw; D;) := Ls(Sw(u;), v;) serves as a natural-accuracy regularizer with
respect to w, and 7 > 0 is the coefficient to balance robustness and natural
accuracy. Unlike VTA, which optimizes ¢ against a fixed pretrained surrogate,
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this formulation jointly adapts both surrogate and perturbation to cultivate
universal gradient features for cross-architecture transferability.

Bilevel Modeling. IP critically shapes the attack trajectory and the even-
tual transferability of ¢. VTA only evaluates transferability implicitly through
the surrogate loss, which can cause AEs to overfit surrogate-specific artifacts.
Instead of choosing & heuristically, BMAT optimizes IP using feedback from a
pseudo-surrogate model P. In practice, P is instantiated by reusing the avail-
able white-box surrogate (or its Bayesian version |36]), without introducing any
extra victim access, thus keeping the threat model identical to VTA. Let £, de-
note the loss w.r.t. P. We then formulate the following bilevel-minimax problem:

min {F(8,47(8)) = — L, (#"(8): P, D.) },

where ¢" () := argglelg max flp,w),s.t., ¢po=24.

(4)

Here ¢*(8) denotes the finite-step inner response induced by Eq. (3) when the
attack trajectory is seeded at ¢g = 8, rather than an exact global minimizer.
Thus, the outer objective evaluates this local trajectory response on P and up-
dates & accordingly. This view provides a principled mechanism for learning IP
that consistently leads to stronger transfer attacks, with (i) the inner level per-
forming robustness-aware adaptation of (¢, w) and (ii) the outer level optimizing
§ for trajectory seeding and improved transferability.

Bottom-up Solver for BMAT ~ Al ciithm 1 BMAT.
We design a bottom-up solver

Input: Outer step T, inner step K, attack step

comprising SWM and IGA, aligned K, surrogate S.,, pseudo-surrogate P
. . . I: L i IpP
with the hierarchical problem — * // 1: Lessming I , )
2 Initialize: IP §°, pretrained weights wq
structure. 3 fort=0to T —1do
Soft Weight Modulator. To 4 bo &' // Trajectory Seeding
. . 5 // Soft Weight Modulator
efficiently solve Eq. , we in- | for k — 0 to & — 1 do
troduce SWM to jointly update = Compute Ve fi, Ve fr
8 Update ¢k, wi via Eq.

¢ and w with a single backward
pass. Each outer iteration begins
with ¢g = &%, seeding the pertur- o
bation trajectory with the current ' o <_t ) -
initialization estimate. SWM then L e (5 — o oenl(Vse/(9R)) h)>
performs K inner steps to Jomtly 12 // II: Fast Transfer w/ Learned IP

.. 13 ¢o 87 // Warm-Start
optimize (¢, wy) at low cost: 12 for k=0 to K — 1 do

15 DPrt1 —
Hc(¢pr + a - sgn(VeLs(¢r; Sw, Di)))

Wht1 wi + YV [k cturn Final attack ¢
{¢k+1} $— {¢k _ /Bv(pfk} (5) 16 return al attac K

where fi := f(¢,wr). Here the pretrained surrogate wy serves as hard weights,
and wy are soft, adapted weights used within the inner loop. At the begin-
ning of outer iteration (each batch), we restore wg from the clean surrogate,
so that SWM performs only local, attack-specific adaptation without accumu-
lating cross-batch drift away from the original model. This design strengthens

©

// Implicit Gradient Approximator
10 | h— 16k (VeF(ér) V3S(9x))




Bilevel-Minimax Adversarial Transfer 7

the perturbation using robustness-aware surrogate responses without incurring
extra backward passes compared to VTA.

Implicit Gradient Approx-
imator. Central to the outer-

Algorithm 2: IGA for Computing h.
1 Function IGA(V4F, Vif):

level IP optimization is the Input: hy = 0, tolorance ¢, max
hypergradient calculation, i.e., iterations N
VsF(8,¢%(5) [0L M3 [H8 BY. o | R ibi N
Whereas, unrolling the full in- Ty T
ner minimax trajectory and back- o (Vg )
- 5 h,11 <+ hy +nupy,

propagating through { ¢y, “’k}szl rut1 1y = (V5 f - po)
incurs prohibitive computational e if |[V4f-hyt1 — VeF|2 <( then
and memory costs [19,21}44]. In- 7 L return by
stead, BMAT employs an 1mph(:1t— 8 // Flet?rher—Reeves Conjugation
gradient approximation to com- o Av ”5%
pute the hypergradient w.r.t. 4. L Poti < Tug1 + by
By the implicit function theo- ° L returnhx
rem [44], at the approximate inner
optimum ¢*(d), we have

VsF(8,6°(8) = (Vgf) (VésS) 'VoF, (6)

which can be equivalently rewritten as
VsF(6,0"(8)) ~ (Vigf) 'h, where V3, fh = V4F. (7)

Here h is the solution of a linear system defined by Viqﬁ f and Vg4 F. We denote
the solver as IGA(VF, V3 f), which returns h for approximating Vs F (¢ (9)),
with details provided in Alg. [2} IGA introduces a Fletcher-Reeves conjugate gra-
dient [58],which avoids explicit Hessians and high-order backpropagation while
respecting our bilevel-minimax coupling. h is then substituted into Eq. to
update 8. Note that Eq. @ presents the idealized expression. In practice, we
adopt a damped variant (Vg5 of+rl )~! to ensure local invertibility and numerical
stability.

Fast Transfer with IP. To attack unknown victim models, BMAT performs
a standard iterative attack initialized at ¢9 = 67. The learned IP accelerates
convergence and consistently yields stronger black-box transfer than VTA. The
complete procedure is summarized in Alg.

Algorithm Analysis The optimization dynamics of such bilevel-minimax for-
mulations remain less understood in transfer-based attacks. Inspired by recent
progress on bilevel optimization [29,44/81], we provide a stability-oriented analy-
sis of the regularized BMAT under the standard formulation: r(sneigF (5 ,0*(6),w* (0 )),

where the inner response is defined by (¢*(9),w*(d)) = argmin maxf(¢,w).
$cC weN
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Lemma 1. The following descent inequality holds:

« 2
F(8rs1, by 500 @i1,58) < F(0n @ ko wi i) = 5 | VaF (81, by o w, )|

a o Lra?
+ 5 f1GA + 5

(Gr +61GA)2.

Lemma 2. The inner updates in BYAT (i.e., SWM) satisfy the following bounds:
[eeir.z =@ @een)|* < (1 B°L3) "8 — 0" (Bes)|* + 82K 5,
H‘“’H—l,f( - W*(‘SHI)”Q < (1 +72Li)kllwo - w*(6t+1)||2 +72f(ei.

The following result characterizes the averaged stationarity behavior of the outer
updates and provides insight into the stability of coupled optimization dynamics.

Theorem 1. After running BMAT for T iterations with step sizes a = 3 = v = \/CT

(where ¢ > 0 is a suitable constant), there exist a constant C > 0 and error terms

€IGA, E(K>, E‘(JK> such that

T
1 C z %
m ZHVSF((SM d)tyf_(’wt,}_()HQ S ﬁ + G%GA + (G;K))z + (Q(.;K))z
t=0

4 Experiments

Datasets and Models. Experiments are conducted on ImageNet (classifica-
tion) and Cityscapes and ADE20K (segmentation). For classification, ResNet-50
serves as the surrogate model. The 10 victims include 4 CNNs ([1]-[4]: IncRes-
v2 [67], MobileNet [65], PNASNet [41], and SENet |28]), 3 robust ensembles
([5]-[7): Inc-v3enss, Inc-v3ensa, IncRes-v2¢,5) [69], and 3 Transformers ([8]-[10]:
ViT |14],Visformer [9], and Swin [51]). Inception-v3 [68] is used as the ensem-
ble model for MBA and pseudo-surrogate for BMAT. For segmentation, we use
MMSegmentation [10]. Each dataset includes 10 victims: 8 CNN-based mod-
els (FCN [66], UPerNet [77], PSANet [86], ISANet [30], DLV3-R50/R101 [g],
and PSP-R50/R101 [75]) and 2 Transformer-based models (Segformer [80] and
Setr [87]). GCNet [4] is used analogously for EBAD and BMAT in segmentation.
Baselines and Evaluation Metrics. We report ASR (1) for image classifi-
cation and mloU (]) for semantic segmentation tasks. We consider 12 main-
stream attackers, including standard PGD [35], model-based SGM [76] and
Ghost [38], input-transformation-based SI [40], DI [79] and TI [13], momentum-
based MI [12]|, VMI [72], GMI [71], and RAP [62], ensemble-based MBA [36], ini-
tialization learning based BETAK [50], and surrogate-adaptation-based DRA [89]
and FAUG [70]. For segmentation, we further include momentum-based NI [40],
SegPGD [25], ensemble-based EBAD 3], and CosPGD [1]. These baselines span
diverse categories to ensure comprehensive evaluation of BMAT.
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Table 1: ASR results of combining BMAT with 9 mainstream attack methods. Surrogates
[1]-[7] and[8]-[10] denote CNN- and transformer-based victims. Performance gains in
(0,5] and > 5 are marked with light blue and deep blue , respectively.

Image Classification, ResNet-50 backbone, ImageNet dataset, ASR 1

CNN CNN Ensemble  Transformer CNN CNN Ensemble  Transformer
Basic Basic
Attacker 1) 2] g3 [ sl (6 (7 (8] [o] (] Attacker o 3 @ [ 6 (1 (8 (9] [0
N/A 13.64 36.58 13.28 16.84 10.34 9.38 5.58 4.22 11.04 12.8 N/A 17.08 46.26 17.76 22.84 13.28 11.42 6.84 5.56 15.26 16.32
Ours 20.12 47.52 20.40 24.06 14.04 13.08 7.62 5.76 15.46 16.28 Ours 23.78 55.18 23.92 30.28 16.60 14.02 8.38 6.50 19.10 19.20
SGM 20.06 55.74 21.92 29.94 13.86 12.68 7.62 8.06 21.36 24.18 SGM 27.18 66.34 30.34 38.68 18.16 15.38 9.92 9.92 28.78 30.50
PGD Ours 27.86 63.36 29.50 37.34 18.32 16.18 10.06 9.62 26.00 27.44 st Ours 34.02 72.86 36.52 44.20 21.24 18.20 11.48 11.04 32.26 32.72
Ghost 13.92 41.64 14.12 19.16 11.04 10.54 6.18 4.60 12.56 13.86 Ghost 18.82 50.94 19.44 25.50 13.86 12.48 7.34 5.18 16.62 16.54
Ours 21.18 51.94 21.48 26.74 14.86 13.36 8.04 5.82 15.94 17.52 Ours 24.78 59.38 25.20 31.26 17.12 14.04 8.04 6.06 19.34 18.78
MBA 15.34 57.22 14.04 20.40 11.10 10.26 6.26 3.78 12.22 13.28 MBA 20.64 64.18 19.18 25.48 15.88 12.90 8.74 4.14 14.62 14.66
Ours 20.98 64.26 19.90 25.96 15.52 13.30 8.56 4.62 15.20 15.52 Ours 26.82 71.08 24.68 31.44 19.26 15.88 10.44 5.10 17.44 17.40
N/A 22.0249.70 22.92 30.24 15.88 14.46 8.82 7.54 18.40 18.92 N/A 14.36 38.32 15.94 19.82 10.98 10.48 6.4 5.34 11.22 11.86
Ours 34.78 61.50 34.84 38.66 25.92 22.62 14.72 10.14 23.98 24.34 Ours 19.54 47.96 21.90 25.24 14.90 13.00 8.26 5.86 13.54 13.98
SGM 28.76 66.00 31.64 41.40 19.62 17.44 11.30 11.60 28.38 28.90 SGM 21.96 57.62 26.92 33.92 15.68 14.04 8.94 9.66 22.62 24.24
MI Ours 38.74 72.96 40.36 47.30 27.44 23.96 16.02 13.14 32.22 32.64 I Ours 28.24 64.48 32.56 39.46 19.00 16.76 10.62 10.26 25.32 25.96
Ghost 23.60 56.20 24.70 34.10 17.24 15.24 9.62 7.44 20.30 20.04 Ghost 15.66 43.02 17.02 22.74 12.56 10.96 6.86 4.96 12.68 12.54
Ours 38.72 68.58 38.66 43.82 28.40 24.36 16.14 10.12 26.34 26.44 Ours 19.78 52.18 22.16 27.70 15.02 12.74 7.78 5.64 14.18 13.96
MBA 28.34 76.52 28.98 36.48 21.10 17.62 11.70 6.58 20.82 20.62 MBA 18.48 60.86 19.36 24.06 15.62 13.28 8.68 4.82 12.56 12.84
Ours 39.54 80.66 37.90 43.02 30.74 26.84 17.36 9.18 25.52 24.66 Ours 24.92 67.28 26.94 30.46 19.84 16.66 11.24 5.68 15.76 15.00
N/A 31.04 60.16 33.62 39.94 23.12 20.88 14.02 10.74 25.62 26.14 N/A 31.0 62.8 36.66 38.66 23.0 20.58 13.5 8.24 21.54 20.78
Ours 44.06 69.46 44.46 47.02 33.28 29.42 20.14 13.08 31.42 31.10 Ours 38.54 70.12 41.84 45.06 26.88 22.82 14.8 9.06 24.84 23.3
SGM 38.36 74.46 42.34 50.34 27.70 24.36 16.16 15.32 36.38 37.12 SGM 42.66 79.8 48.7 52.96 29.9 25.5 17.86 14.22 36.42 36.14
VMI Ours 48.70 78.80 49.88 54.74 36.16 31.08 21.42 16.60 39.56 40.22 DI Ours 49.74 84.48 55.4 58.6 34.74 28.5 19.98 15.72 38.96 37.96
Ghost 32.50 65.82 35.10 42.54 24.86 21.42 14.56 10.38 26.74 27.02 Ghost 31.5 66.32 34.76 39.5 23.68 20.06 12.68 7.76 20.9 20.62
Ours 47.16 73.72 47.34 50.44 35.86 30.44 20.26 12.86 33.48 33.00 Ours 37.18 71.74 40.36 44.68 25.36 21.44 13.6 7.9 22.96 22.74
MBA 33.50 81.56 34.80 40.70 25.96 22.44 14.74 8.22 24.72 24.98 MBA 23.4 66.86 20.7 28.72 19.4 16.62 10.38 4.28 12.42 11.76
Ours 42.50 82.26 40.84 44.94 33.52 29.12 18.70 10.00 27.10 26.56 Ours 30.8 71.88 26.74 34.2 24.18 20.66 13.36 5.1 15.4 13.82

4.1 Experimental Results

Image Classification. Tab. [1] presents the ASR results by enhancing 9 base
attackers with BMAT, resulting in 24 variants to evaluate its flexibility. As shown,
whether built on CNN or Transformers, or ensemble-based robust models, the
AEs generated with BMAT exhibit consistently stronger generalizability across 10
victims, yielding an average ASR gain of 23.28% across 24 combinations.

Comparison with Initialization and Adaptation Techniques. Vanilla
momentum-based attackers use zero initialization, while GMI adds a global mo-
mentum warm start on a fixed surrogate. As shown in Tab. 2] across all victims,
BMAT consistently yields higher ASR than both the vanilla and GMI variants.
We also compare with surrogate-adaptation attacks, i.e., DRA and FAUG. BMAT
also achieves uniformly better transfer results, demonstrating the effectiveness
of the bilevel-minimax coordination.

Comparison with Bilevel and Minimax-based Attacks. We further
compare BMAT with RAP and BETAK, which are more closely related in formu-
lation. RAP enhances transferability via repeated explicit maximization within
a single-level minimax framework. In contrast, BMAT models the interaction
among initialization, perturbation, and surrogate adaptation in a unified bilevel-
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Table 2: Analysis of different initialization types and surrogate adaptation techniques.

ImageNet dataset, ResNet-50 backbone, ASR 1

CNN CNN Ensemble Transformer
Basic

Attacker (1] IncRes-V2[2] MobileNet[3] PNASNet [4] SENet [5] Inc-v3enss [6] Inc-v3eps4[7] IncRes-v2ens [8] VIT[9] Visformer[10] Swin
N/A 22.02 49.70 22.92 30.24 15.88 14.46 8.82 7.54 18.40 18.92

MI GMI 25.70 57.84 26.02 35.92 17.16 15.56 9.76 7.84 21.02 21.86
Ours  35.78 64.38 35.40 42.62 24.84 21.58 14.26 10.38  25.32 25.92
N/A  31.04 60.16 33.62 39.94 23.12 20.88 14.02 10.74  25.62 26.14

VMI GMI ~ 32.98 64.92 35.10 43.22 23.74 20.92 13.66 10.46  26.80 26.64
Ours  45.36 72.78 45.84 50.74 33.62 28.86 19.86 13.24  32.98 32.30
DRA  20.34 56.68 17.66 15.54 25.04 26.16 17.60 5.32 9.86 10.48
PGD Ours  21.84 58.38 19.06 16.62 26.14 27.5 18.80 5.62 10.30 10.70
FAUG  21.70 32.34 22.96 21.02 15.42 14.20 10.60 8.24 18.38 19.62
Ours 25.48 37.34 27.52 25.06 19.60 17.74 12.42 9.06 2112 22.02

Table 3: Comparative results under normalized budgets, i.e., Backward Passes (BP).
The best results are denoted with boldface.

Method CNN CNN Ensemble Transformer Avg. ASR Memory (GB) Runtime (Sec)
PGD (BP=10) 10.93 5.73 7.16 8.24 3.21 2.68
PGD (BP=40) 11.05 5.25 6.70 8.00 3.22 3.15
RAP (BP=40) 7.31 4.67 3.71 5.44 3.75 3.07
RAP (BP=400) 13.74 6.46 7.47 9.68 5.46 6.91
BETAK (BP=40) 17.16 8.07 9.25 12.06 22.69 6.37
Ours (BP=40) 22.52 8.75 11.34 15.03 7.89 4.64

minimax formulation. As shown in Tab. [3] under normalized computational bud-
gets (BP=40), BMAT consistently achieves higher ASR than RAP, and remains
superior even when RAP increases its budget by 10x. Compared with BETAK,
which relies on ensemble-guided initialization updates, BMAT achieves stronger
transferability with substantially lower memory overhead, indicating the benefit
of unified coordination without ensemble dependence.

Semantic Segmentation. In Tab. [4] we present mIoU comparisons based
on 3 surrogate structures. Momentum-based methods notably improve AE trans-
ferability. In comparison, although EBAD incorporates gradients from additional
surrogate models, it struggles to produce perturbations with stronger general-
izability. In contrast, BMAT consistently enhances transferability across diverse
models. Notably, with Segformer as the surrogate, BMAT surpasses other attack-
ers with nearly 2x higher transferability.

Discussion on Transferability. The segmentation results further show
that stronger white-box optimization does not necessarily yield stronger black-
box transfer. Momentum-based attacks already perform well when the surrogate
and victim share similar CNN structures, but their gains are less stable on trans-
former victims. BMAT improves this harder cross-architecture regime by adapting
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Table 4: Comparison with 6 mainstream attacks on segmentation tasks. {, I, and *
denote the white-box surrogate models used for generating AEs. The best and second-
best results are designated with boldface and underline, respectively.

Semantic Segmentation, Cityscapes dataset, mIoU |

Surrogate Basic CNN Transformer
Model Attacker

FCN' UPerNet PSANet ISANet DLV3-R50¢ DLV3-R101 PSP-R50 PSP-R101 Segformer* Setr

Clean Data 7225 77.10 77.63  78.49 79.09 80.20 77.85 78.34 76.54 78.10
PGD  1.97° 3.74 3.43 3.31 3.52 8.09 3.61 6.83 33.96 42.09

SegPGD  2.021 3.60 3.33 3.05 3.09 10.04 3.20 7.98 36.65 44.73

FONt CosPGD 2.63' 5.74 5.10 4.50 4.96 13.42 5.37 10.40 35.30 42.79
NI 1.89" 3.92 3.76 2.77 3.58 7.23 3.28 5.79 29.40 40.43

MI 240" 3.57 3.38 3.17 3.55 6.52 3.51 5.39 27.81 38.75

EBAD 2.00" 3.83 3.55 3.34 3.54 8.40 3.81 7.05 33.91 42.10

Ours 1757 274 2.60 2.42 2.81 5.30 2.62 4.44 26.58 38.35

PGD  7.55 4.85 2.74 4.78 0.81* 15.02 3.04 11.43 41.04 48.37

SegPGD 10.43  6.20 3.74 4.43 1.08* 18.02 4.40 14.45 43.57 49.74
DIV3-R50! CosPGD 10.57  6.34 3.94 5.23 0.64} 20.31 4.99 14.75 41.78 48.73
N. 5.88 4.80 5.41 4.34 2.11% 9.88 4.14 6.77 33.82 45.19

MI 5.57 4.29 2.95 4.05 0.99* 9.55 3.77 6.52 32.99 43.38

EBAD 7.42 4.90 2.62 4.83 0.77* 15.45 3.20 11.50 41.16 48.45

Ours 260 1.96 2.16 2.31 1.34* 4.54 1.86 3.57 28.53 4261

PGD 3143 3261 33.51  27.22 30.49 35.22 32.47 33.56 1.85" 43.16

SegPGD 31.85 3298 3447 27.79 31.11 36.09 32.86 34.05 3.20" 44.05
Segformer* CosPGD 30.94 3226  33.25 26.39 29.79 34.30 32.11 32.84 1.70% 4347
NI 23.68 24.44 27.23  15.67 20.90 26.59 24.01 23.12 2.84* 40.43

MI 24.09 2437 2693 16.23 21.28 26.21 24.60 23.03 2.09" 38.95

EBAD 31.12 3259 33.63 27.16 30.21 35.19 32.70 33.27 1.89* 43.27

Ours 10.48 13.08 14.36 8.63 10.25 14.10 12.78 11.11 2.70" 37.52

Fig. 3: Visualization of the attack results generated by 4 victim models on the
Cityscapes dataset, including (a) DLV3-R101, (b) PSP-R101, (c) Segformer, and (d)
Setr. We adopt Segformer as the surrogate model.

the attack trajectory instead of merely strengthening perturbation updates on
a fixed surrogate.

Qualitative Comparison. In Fig.[3] we present the attack results of 4 seg-
mentation models using DLV3-R50 as the surrogate model. As shown, all attack
methods reduce visual quality, while BMAT produces the most degraded segmen-
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Table 5: Ablation analysis of IGA and SWM by employing MI as the base attacker.

Semantic Segmentation, Cityscapes dataset, mIoU |

Surrogate Basic CNN Transformer
Model Attacker
FCNT UPerNet PSANetISANet DLV3-R50¢ DLV3-R101 PSP-R50PSP-R101Segformer Setr
MI 240" 3.57 3.38 3.17 3.55 6.52 3.51 5.39 27.81 38.75
FCNT MI+IGA 1.567 2.40 2.20 1.98 2.39 4.64 2.32 4.29 27.16  40.07
MI+IGA4+SWM 1757  2.74 2.60 2.42 2.81 5.30 2.62 4.44 26.58 38.35
MI 5.57  4.29 2.95 4.05 0.99¢ 9.55 3.77 6.52 3299 43.38
DLV3-R50 MIH+IGA 1.92 1.56 1.79 1.70 1.20 3.96 1.48 3.11 29.78  44.42
MI+IGA+SWM 2.60 1.96 216 231  1.34} 4.54 1.86 3.57 28.53 42.61

Surrogate, ResNet-50 Image ID: 00043813  ~ 20 .

5 O = W Baseline (PGD), ¢, — ¢y

< o @ @ Ours, §; — d3(¢y = 03),. P — Pyg
z
wo = 15 o _ 74’710
! g A Y Vaaw' {
! : 40.24%1 ° !
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1 ) £ 10 S b0 =05 !
1 = === o !
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! T "8y i i
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wio ) 4y ! |
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Our BMAT-SWM Optimized Surrogate Feature Similarity Shift on Surrogate (%)

Fig. 4: We visualize the tri-coupled coordination process of BMAT. Left Panel: It
shows that SWM flattens the loss landscape of surrogate within ~10 steps. Right
Panel: It demonstrates that § guides the trajectory toward a better feature-shift region.

tation outputs, rendering CNN-based victims nearly ineffective. Additionally, for
transformer victims, BMAT impairs the segmentation of key objects and regions.

4.2 Mechanism Analysis

Tri-Coupled Coordination Dynamics. We visualize the interaction among
IP (0), perturbation (¢), and surrogate adaptation (w) in Fig. 4l Left. SWM re-
shapes the surrogate loss landscape within ~10 steps, yielding ~5% loss descent
and a smoother optimization region than the fixed pretrained surrogate. Right.
The learned IP evolves from noise (d1) to structured patterns (d3), steering the
trajectory toward a higher feature shift, quantified as 1 — cos(feiean, fadv), Where
f() denotes the normalized deep feature before the classification head. The in-
duced perturbation initialized with ¢y = 03 produces a larger shift than PGD
and yields a 40.24% relative gain, indicating that transferability stems from co-
ordinated variable evolution rather than isolated perturbation updates.

IGA and SWM Modules. As shown in Tab. [, IGA mainly strength-
ens within-architecture transfer, consistently improving ASR on CNN victims.
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Table 6: Ablation results of BMAT under the single-surrogate zero-prior setting.

Image Classification, Ablation No additional victim model supervision, ASR 1

Attacker CNN CNN Ensemble Transformer
1] [2] 13] [4] 5] 6] [7] 18] [9] [10]
PGD 13.64 36.58 13.28 16.84 10.34 9.38 5.58 4.22 11.04 12.8
Ours (Single-surrogate) 17.10 63.16 17.04 25.98 13.30 11.54 6.48 4.28 14.28 15.68
PGD+MBA 15.34 57.22 14.04 20.40 11.10 10.26 6.26 3.78 12.22 13.28

Ours (Single-surrogate)  26.08 76.20 25.56 36.54 19.30 15.46 9.58 5.02 19.98 19.28

Table 7: Ablation analysis by employing different pseudo-surrogate structures. {, i,
and * denote the corresponding pseudo-surrogate.

Semantic Segmentation, Cityscapes dataset, mloU |

Surrogate Pseudo-surrogate CNN Transformer
Model Model K
FCN' UPerNet PSANet ISANet DLV3-R101 PSP-R507 PSP-R101 Segformer*  Setr
FCN' 274" 211 2.49 2.60 4.42 1.97 3.49 29.92 45.50
DLV3-R50 PSP-R50 267 1.76 2.33 2.19 2.85 1.77* 2.68 31.01 45.37
Segformer™ 3.51 2.85 2.55 2.50* 4.76 2.21 4.09 12.32* 41.86

Adding SWM brings complementary gains on transformer victims, confirming
that surrogate adaptation is especially useful for cross-architecture transfer.

Pseudo-surrogate Model. Our main experiments use the auxiliary-surrogate
setting, where P is instantiated by Inc-v3. To test the effectiveness of BMAT
without extra victim access or architectural priors, we also instantiate P with
a Bayesian version of the white-box surrogate via weight sampling [36]. In this
single-surrogate, zero-prior setting, BMAT still improves average ASR by 30.17%
and 58.34% over the baselines (Tab. [6)), showing that the gain mainly comes from
its internal coordination. Using stronger CNN or transformer pseudo-surrogates
further shifts transferability toward the corresponding victim families (Tab. @
This separation clarifies that the auxiliary pseudo-surrogate is not required for
BMAT; it only provides an optional source of surrogate diversity, while the single-
surrogate setting already verifies the bilevel trajectory effect.

Analysis of Attack Iteration Fairness. Tab.[§reports a detailed ablation
on the number of attack iterations. PGD almost saturates around K = 10, and
increasing K to 20 or 40 brings only marginal or even degraded gains. In contrast,
BMAT with (T, K,K) = (2,5,10) and (3,10, 10) consistently outperforms PGD
even when PGD is allowed to use more iterations; for example, at K = 20
and 40, BMAT improves ASR by +25.87% and +41.45% over PGD on average.
These results suggest that transferability is not improved by stronger surrogate
over-optimization alone. Instead, BMAT improves trajectory-level generalization
by separating the task-specific perturbation ¢ from the task-agnostic seed 9.

Fast and Full BMAT. To clarify the default implementation choice behind
our main results, we compare the fast BMAT variant with a full variant in Tab. 0]
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Table 8: Ablation results of the attack iterations on the image classification tasks.

Image Classification, Ablation of Attack Iterations, ASR 1

Attacker CNN CNN Ensemble Transformer
[ 12] 3] [4] [5] 6] [7] 18] 19] [10]
PGD ,K =10 13.64 36.58 13.28 16.84 10.34 9.38 5.58 4.22 11.04 12.80
PGD, K =20 13.92 38.72 13.48 19.50 10.10 9.54 5.46 4.48 12.56 13.70
Ours, (T,K,K) = (2,5,10) 1862 4340 1838 2204 1370 13.02 17.78 582 13.66 15.10
PGD, K =40 13.22 38.40 13.56 19.10 9.32 8.68 4.90 4.28 12.18 13.68

Ours, (T,I:’,K):(Sﬁl(),l()) 20.26  47.86 20.46 24.72 14.58 13.32 8.02 6.04 15.18 16.00

Table 9: Fast/Full BMAT compared with strong combined baselines on ImageNet. Run-
time and peak memory are measured with batch size 1. “Single-Surrogate” uses the
Bayesian version of the same ResNet-50 surrogate as P; “Auxiliary-Surrogate” uses
Inc-v3 as P; “Full” retains SWM in Phase-II.

Image Classification, ResNet-50 surrogate, ASR 1

Method CNN CNN Ensemble  Transformer | Avg. ASR | Runtime | Peak Memory
DI-MI 55.95 29.57 27.60 39.53 0.347s 399MB
BMAT (Fast, Single-Surrogate)  66.75 37.97 28.13 46.53 1.489s 1201MB
BMAT (Full, Single-Surrogate)  68.63 42.00 30.67 49.25 1.616s 1290MB
BMAT (Auxiliary-Surrogate) 65.73 44.50 32.43 49.37 1.556s 1157MB
DI-MI-MBA 61.48 37.73 26.50 43.86 0.348s 992MB
BMAT (Fast, Single-Surrogate)  65.23 42.13 26.77 46.76 1.509s 1203MB
BMAT (Full, Single-Surrogate)  67.05 44.50 28.57 48.74 1.598s 1295MB
BMAT (Auxiliary-Surrogate) 65.23 46.40 27.83 48.36 1.583s 1153MB

In the fast variant, Phase-I learns the trajectory seed through SWM-based
perturbation-surrogate adaptation, and Phase-11 uses standard sign/projection
updates for efficient deployment. This also clarifies that Phase-I is not a plain
warm-up: the SWM inner response directly shapes the IGA-based IP update, so
the learned seed already encodes perturbation-surrogate joint adaptation before
the fast Phase-II attack. The full variant retains SWM in Phase-1I, leading to
higher average ASR, especially on ensemble and transformer victims, but with
additional runtime and memory under batch size 1. These results show that
the fast variant offers a practical accuracy-efficiency tradeoff, while the full vari-
ant further validates the benefit of maintaining joint adaptation throughout the
attack trajectory.

4.3 Ablation Study

Hyperparameters. As shown in Fig. bl using larger T' leads to better trans-
ferability particularly from 1 to 3, while the larger T also means more running
cost. Using larger K yields only marginal performance gains. As for 7, relatively
better performance is observed when 7 = 0.1 or 0.5.
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Fig. 5: Ablation results of 3 key hyperparameters across 7 CNN-based victim models
on the semantic segmentation task. We adopt DLV3-R50 as the surrogate.

Convergence Behavior. In Upper-evel lteration T

Fig. [6] we further analyze the M TEL e T=3 T3 e Tm7
optimization dynamics as T and —
K increase. Even a single IGA g
step (T = 1) already leads to a s~
clear loss decrease. Increasing T' 0
from 1 to 3 brings the most no-
ticeable improvements, consistent
with the hyperparameter trends
as shown in Fig. 5]

Computational Efficiency. maple 10: Runtime analysis as T or K in-
In Tab. , when (7, K) increase creases. Note that VTA is implemented as PGD
up to 3, the average ASR gain when (T, K) = 0.
over 10 victims rises from 21.2% /T opeD) 1 2z 3 4
to 21.54% and 35.27%, while the
average runtime only grows from
1.96s to 2.31s and 2.91s. Overall,
the extra overhead introduced by
BMAT optimization remains mod-
erate and practically acceptable.
We further verify in Tab. [§] that
simply increasing PGD iterations
(K = 40) leads to overfitting and performance degradation, whereas BMAT
achieves a principled 41.45% gain under a comparable budget.

Attack Iteration k

Fig. 6: Illustrating the loss convergence behav-
ior. We employ MI as the base attacker.

(S

0(PGD) 682 N/A N/A N/A N/A N/A
N/A 878 88l 890 886 8.8
N/A 906 913 920 923 9.30
N/A 937 948 973 9.70 10.11
N/A 967 973 1024 10.04 10.16
N/A 1000 10.21 10.19 10.36 10.57

T W N =

5 Conclusion

We propose BMAT, a bilevel-minimax transfer attack framework that explicitly
encodes the ternary coupling among IP, perturbation, and surrogate adaptation,
and solves it via SWM and IGA with stability-oriented optimization dynamics.
Limitation. BMAT incurs extra adaptation and hypergradient computation, sug-
gesting future exploration of more lightweight first-order variants.
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